
 
 

Conference Report 
 
This year’s Annual Conference returned to Amsterdam for the fourth time. Below are just some 
of this year’s highlights. 
 
Opening Plenary 
The conference was opened by EEMA chairman David Goodman, who welcomed delegates and 
explained EEMA’s activities, including the growing body of project work that the association is 
undertaking on behalf of the European Commission. He also thanked sponsors Verizon, 
organisers Revolution Events and the many media supporters. This year, the name of the 
conference has been changed to Digital Enterprise Europe, reflecting the interconnectivity of all 
things internet, including ever smarter devices. As he said, there is a growing requirement for a 
secure ID framework for consumers, businesses and government alike. 
 
Harm Jan Arendshorst of Verizon described how mobile ID is the way forward: mobile devices 
provide ease of use and trust. He gave an overview of two pilot projects on Consumer Identity 
Ecosystems in Europe that the company is involved in as it tries to speed up the process of 
identity ecosystems reaching the consumer market.  In these initiatives, mobile commerce, 
mobile payments and mobile identity services are combined to provide an unprecedented user 
experience for the consumer and great benefits and cost savings for business. The projects are: 

• Example 1: You have to pick up a parcel from the Post Office. Instead of taking your 
driving licence and proof of address (potentially giving away more data about you than 
necessary) you use the mobile app to verify name and address  

• Example 2: You have purchased a ticket to live music event. You use the mobile app to 
prove you have purchased the ticket and are old enough to purchase alcohol. 

 
As Harm noted, there are three principles that must be adhered to: 

• Consumer interest must be uppermost 
• Re-use of existing standards 
• Seek to enable maximum product and business model diversity. 

 
Ronny Bjones of Microsoft discussed identity challenges in the cloud, describing the drivers as 
externalization of ID, consumerisation of ID and the API economy.  In terms of how far we have 
come, he described the initial launch of WAAD (Windows Azure Active Directory) in May 2012, 
customer previews in August 2012, and the full launch in April 2013, when organizations could 
start using WAAD in whatever way they wanted for free. By that time 2.9 million organisations 
had signed up and 265 billion transactions processed at a rate of 9000 per second.  He described 
the Windows Azure pack as the Microsoft cloud operating system in your private cloud. 
 
The next step is IdmAAS (Identity management as a Service), a great way forward to reduce 
complexity. With IdmAAS: 

• Organisations selectively expose their directories to other applications, services and 
partners 

• The organisation decides who can see what and in which applications 
• The cloud directory is a cloud service run on behalf of the enterprise 
• Both publication of one’s own directory and subscription to other directories can be 

provided 
• Trust frameworks can be used to simplify legal relationships. 
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This next frontier is therefore a means of customer and partner identity management 
framework which replaces the complexity of a service provider with IdmAAS functionality, 
leveraging communities of interest, providing professionalised, compliant protection of sensitive 
data in a business-centric portal for configuring identity relationships. 
 
Freek van Krevel, Senior Policy Advisor for the Ministry of Economic Affairs, The Netherlands, 
discussed the regulation on electronic identities and trusted services, and its added value to the 
European Market. The new framework for electronic identification and electronic trust services 
will ensure mutual recognition and acceptance of electronic identification across borders. He 
summarised the main importance of the regulation as being the fact that it enhances trust 
between citizens, businesses and administrations within the EU. 
 
He focused specifically on the mutual recognition of of eSignatures, emphasizing the following 
points:  

• No obligation to notify the national electronic identification scheme(s) for public 
services 

• Must recognise and accept notified eIDs of other Member States for cross-border access 
• May allow the private sector to use notified eID 
• No European database or eID-card 
• No Facebook or Google eID 
• No roaming 
• No supervision  
• STORK compliant. 

 
Following the plenary session, the conference divided into separate tracks, giving delegates the 
choice of different topics and speakers.  
 
Managing Identity 
This session examined the Mydex personal data store, and context-based identity management. 
 
David Alexander, of Mydex CIC discussed the Mydex PDS (Personal Data Store), which offers 
individuals a long-term persistent PDS: the integration point for their entire life. It allows them 
to do federated login because the MydexID can support Mozilla Persona, OpenID Connect and 
any other specific standards such as the UK government identity standard for ID.  
 
David pointed out that the aim of the platform is to empower individuals. While two people 
need to be able to prove identity for any transaction, that process must not be a burden, but 
should help them save time and be seen as a means of managing risk simply and ‘getting things 
done’. Rather than regarding individuals as subjects (the traditional way), Mydex regards them 
as participants such that everyone wins in the process.   
 
Organisations are enabled with a secure two way digital data/letterbox, a platform for attribute 
exchange, identity services and an application platform. For apps developers the company 
reduces risk and costs, provides access to richer datasets and an open environment. The 
platform enables individuals to collate share combine or analyse identities, transactions, 
certificates, relationships, demographics, preferences contacts, and intentions and agreements. 
 
Erik van Zuuren of Deloitte looked at context-based identity management with recent and real 
experiences regarding context-based electronic identities and how they are applied in existing 
projects.  
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As he said, in the old world we had certificate authorities, identity/attribute certificates, relying 
parties and subscribers. In the new era we have identity providers, identity/attribute assertions, 
service providers and users.  However, whilst the technology races forward people don’t really 
know what risks they’re getting into. 
 
Key operational and governance issues that we have going into the cloud include the business 
case, data controls, availability, business continuity, legal issues, scalability, risk management, 
security, user management and auditing. As one reason for the need for context-based access 
control Erik cited the fact that one person may have multiple IDs, as an employee, a customer 
etc, and that there must therefore be separate controls. He said that any access should be 
subject to the principles of need-to-know and need-to-have, and be based on a sufficiently 
strong proof of identity and relevant/trusted characteristics or permissions. In terms of 
enforcement, there should be a filtering process of context-based identification. 
 
Securing Identity 
This session looked at how organisations can develop more robust systems to protect the 
identities of employees, customers and citizens. 
 
Steven Hope of Winfrasoft presented some hard truths about soft token two factor 
authentication – when OATH meets the RealWorld. Hard-token two factor authentication (2FA) 
has traditionally been seen as the preserve of large organisations, due to the high level of 
investment and administration to manage the system. However, taking advantage of mobile 
devices, organisations of all sizes can introduce 2FA, by installing an app that transforms these 
devices into a token, negating the need, capital expenditure and hassle of a separate piece of 
hardware. 
 
After taking a look into the pro’s and con’s of what the market currently has to offer with basic 
soft tokens and text/SMS based solutions, Steven explained how, rather than generating a one-
time code which can be typed in by anybody, soft tokens can made to only be usable by the 
intended user.  
 
During the session he evaluated ways of introducing soft tokens and replacing hard tokens 
(which are still being rolled out in new projects such as the HSBC SecureKey), and how to get it 
right. He also provided insights into some of the latest projects around the world that are 
implementing strong authentication solutions and what influenced their decision. 
 
Samira Zaker Soltani of Deloitte examined ways of improving Public Key Infrastructure. As she 
explained, one way of creating a secure connection on the internet is by the usage of 
certificates, binding an entity (identity) to a public key, as part of a public-private key pair. 
Certificate Authorities (CAs) are the third parties we trust to issue these certificates. There are 
now approximately 600 Certificate Authorities around the world. Each of these trusted CAs has 
the unlimited power to issue certificates for any domain. This design weakness in PKI was shown 
in practice, when in 2011, two widely trusted CAs (DigiNotar and Comodo) were compromised 
and the trust placed in them was damaged severely (leading ultimately to DigiNotar going out of 
business). 
 
Since then, the world has begun to come up with solutions to improve the currently used Public 
Key Infrastructure and the role of the CA. Changing the use of PKI in public networks, such as 
Internet, is not a simple task to perform. During the presentation, Samira explained some of the 
possible ways to improve PKI. 
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Business Models and Monetising of Identity 
This session explored ways of how business builds a business case by taking advantage of 
innovative initiatives. 
 
Marc Barach of Jumio explained that in a recent survey, while 83% of respondents worry about 
identity theft, a significant percentage of them continue to conduct financial or other important 
activities online: 48% check account statuses/balances and 32% pay bills online. The majority 
(60%), of consumers plan to use their smartphone or tablet even more in the future to conduct 
important activities.  However, consumers do not want to continue using usernames/passwords. 
To meet the burgeoning mobile and online demand, the knowledge-based authentication 
market must incorporate channel-friendly 2 and 3 factor authentication systems (something you 
know such as PIN or password, something you have such as passport and something you are 
such as fingerprint). 
 
Jumio has developed a real-time scanning and verification solution that entails holding  up your 
ID of choice in front of the online device enabling instant scanning and validation. This does 
away with cumbersome steps and keeps the momentum of the transaction going, thus easing 
the burden for the consumer. The next step will be a fourth factor: checking the face of the 
individual against that on the ID. 
 
Some key trends that Marc identified include: 

• Fraud will accelerate 
• Online transactions will require credential verification 
• New technologies will be a central part of the solution 
• Consumers will use digital identification as a convenient way of executing transactions. 

   
 
Gerit Kraal of ATOS revealed that some companies plan to do away with email in three years 
since it is not the best way to communicate. He said that in ATOS 76% of employees spent too 
much time keeping up with emails, 80% check email in their spare time, and managers spend on 
average 15 hours a week reading and writing email. Instead the company will move to social 
collaboration with the use of corporate social networks. 
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Day 2 
 
Opening Plenary 
The day started with a session about what is happening in the real world. 
 
Ben van Erck of Verizon gave a summary of key trends from the recently published Verizon 2013 
Data Breach Investigations report, which has been produced yearly for the last six years. The aim 
of the report is to provide a realistic picture of what happens in order to help companies focus 
on what is critical.  
 
Attacks do not just happen to large corporations, they occur at all levels and do not stop. Last 
year 19% of attacks were carried out by state-affiliated actors and their targets were not just 
government agencies. 
There are three main types of attackers: 

• Activists (disruption) 
• Criminals (money) 
• Spies (information). 

 
This year’s threats remained similar to those six years ago. For example, 75% were financially 
motivated and 95% of espionage attacks relied on phishing. The targets were: desktops 25%, file 
servers 22% and laptops 22%. Unapproved hardware accounted for 46% of misuse cases. Many 
data breaches were unintentional, and of these 46% were down to customer service.  
 
In terms of discovering data breaches: 69% are first discovered by external third parties; and 
whilst in 84% of cases it took an attacker minutes or hours to get into the system, in 66% of 
cases it took months or years to discover the data breach. 
 
Sjoerd Blum of National Nederlanden gave a practical case study following a decision to split the 
company’s bank and insurance/asset management systems. 
The principles of the roadmap included: 

• Minimise dependencies 
• Minimise business user impact 
• Minimise risk 
• Maintain current functionality 
• Respect mandatory SOx requirements. 

 
Sjoerd then explained some key take-aways from the project. One of the main ones being that 
the company had not spent enough time working on switch on/off functionality. 
 
Julian Ashbourn, author and technologist exposed some popular misconceptions about 
biometrics, especially in large scale projects: 

• Biometrics proves who you are 
• Biometrics enhances privacy 
• It is stable for the life of the individual 
• Biometrics cannot be spoofed or stolen 
• Biometrics is unique. 

 
He then explained how biometric verification is carried out, matching the enrolment algorithm 
with the algorithm generated during the operation to see how similar they are. However, when 
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comparing algorithms, the level of granularity is key. If the starting point is low, then more 
mismatches will get through. 
 
Key concepts to take into consideration include: 

• How has the threshold been set, and do we know? 
• The environment can affect biometric accuracy 
• Physiological changes 
• Psychological changes, which can also have a physical effect 
• Operational factors for disabled candidates. 

 
Given the uncertainties surrounding biometrics, Julian recommended that biometrics should be 
aligned with other data about the individual. 
 
Mobility 
This session looked at exploring identity issues for BYOD and NFC (Near Field Communication) 
for small purchases and those on the move. 
 
Chris Edwards of Intercede looked at mobile identity delivery over NFC. Bring Your Own Device 
is now a widely accepted business practice, even though many technical and security challenges 
are still to be fully addressed. The emphasis is now moving towards Bring Your Own Identity, 
where an individual may have numerous persona and attributes from multiple trusted 
providers, which they may use for different purposes according to their personal choice and 
security policy requirements. 
 
As NFC emerges from its payments bridgehead into a huge range of applications that require an 
authenticated proof of presence, the ability to selectively expose personal data and identity 
assertions becomes increasingly important. 
 
This presentation reviewed the state of trusted mobile identity delivery over NFC, and the 
implications of the competing demands for convenience, high levels of assurance and privacy 
protection. A practical infrastructure design to deliver credentials through secure, policy-driven 
management systems was explored, and current projects using secure elements and trusted 
execution environments to protect data are described. 
 
Rick Chandler, of EEMA entitled his presentation Customer, Citizen or Employee? Or am I a 
THING? He opened by citing two industry giants: Eric Schmidt of Google who has been quoted as 
saying that Google is a country, and Kim Cameron of Microsoft who has said that there is no 
entity that represents the user. 
 
In describing the threats to mobile he said they went far beyond data loss and into the arenas of 
social (privacy), physical (jailbreaking), applications (removal), environment (bluejacking) and 
platform (certificates). As an example, Rick said that when an individual walks into a certain 
store, they could be shown ads of items relevant to them for sale in that store. This could be due 
to data sold by Google.  
 
Citizens should have: 

• the ability to work, be entertained and be a good citizen anywhere  
• the right to do all these privately  
• the right to use a device of choice in each context  
• It should not be possible for the device to be managed by others  
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• It should not be necessary to have to accept pages of terms and conditions to use 
devices. 

 
He finished by saying that the ubiquitous internet is here and we are part of it; technology 
creates more user risks than it cures and someone needs to look after the user’s interests. 
 
Federated Identity 
This session examined the practical aspects of deploying and managing public and private 
federated identity. 
 
Kjell Hansteen of Hansteen AS Consulting presented the results from a study commissioned by 
the Norwegian Agency for public Management and eGovernment. The study addresses 
challenges faced by Norwegian public services following a strategic decision in Norway to 
impose digital communication as the primary way of communication with Norwegian public 
administrations.  
 
René Mulder of Everett discussed the expansion of eRecognition across Europe. Businesses are 
growing larger, expanding their footprint across the globe.Their global presence forces them to 
interact with many governmental bodies in different countries, but most of them don’t support 
digital interaction in a unified way. On the other hand the European Union is struggling to act as 
a single body both politically and economically. 
 
The eRecognition program is a Dutch public-private initiative to create a secure framework to 
allow authentication and authorization of employees on behalf of their corporation with 
governmental bodies in a unified way. They can use any one of the trusted and certified 
authentication services available within the network, which can also be a local one. 
 
The eRecognition network is based on SAML and XACML and has been in production since 2010. 
The specifications are continuously being improved and expanded. The number of participants is 
growing, both public bodies as well as private parties. The network is a success. 
 
The present development and further unification of the European countries present a unique 
opportunity to unify the way governmental bodies present their digital services to the business 
community. There has been bilateral international interest in the success of eRecognition, but it 
should be driven from the European level. 
 
The STORK project is an example of such an initiative at the European level. The eRecognition 
specifications should be integrated into a European framework that each individual government 
can implement with EU support. The Dutch government acts as a pilot user, lowering the bar for 
entry of other governments. 
 

The presentations from the conference are available to download from www.eema.org. 
Remember that you will need your login and password to access them. 

http://www.eema.org/

